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Networking and query processing must be co-designed to 
allow data self-organization for flexible but efficient in-network 

storage, access, and processing.
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S
ensor networks have the potential to sup-
port applications ranging from habitat
and structural monitoring, to home and
building automation, to supply chain
management. Users are typically inter-
ested in continuous streams of informa-
tion representing the evolving status of
systems, combined with periodic statisti-

cal reports about specific phenomena. Query process-
ing systems, including Directed Diffusion [3],
TinyDB [6], and Cougar [10], provide high-level
interfaces that allow users to collect and process such
continuous streams. They are especially attractive as
ways to efficiently implement monitoring applications
without forcing users to write complex, low-level code
for managing multihop network topologies or for
acquiring samples from sensors. 

Researchers are beginning to formulate languages
and enumerate the types of queries needed by users of
sensor networks [2]. Sensor networks also need dis-
tributed query processing, whereby the data is stored
and retrieved from nodes within the network. The
performance and functionality of query processing
systems is significantly affected by internode commu-
nication mechanisms provided by the networking
layer. However, today’s systems have prompted the
exploration of only a limited number of the network-
ing mechanisms that will be needed by tomorrow’s
sensor network applications.

The research goal is the co-design of a query pro-
cessing and networking subsystem to enable efficient

and scalable self-organized data retrieval and in-net-
work processing in a reliable and timely fashion. In
addition to the usual constraints (such as energy, com-
putational power, and lossy wireless communication)
in today’s sensor networks, a unified query process-
ing/networking system involves even greater chal-
lenges. Different applications have widely varying
requirements in terms of information-transfer rates,
timeliness, quality, and storage. Moreover, tension
between optimizing network topology and improving
the efficiency of query processing must be resolved;
the most reliable network topology is often not the
topology best able to promote in-network query pro-
cessing. Finally, there is a substantial software engi-
neering challenge, as these subsystems must be
reusable in isolation from one another, despite the fact
they were co-designed and optimized to work
together. 

Each sensor network is unique in that it involves
strict but wide-ranging performance requirements and
is notably difficult to program. In it, the query pro-
cessing subsystem is in the unusual position of being
able to drive research in novel networking mecha-
nisms. Here, we take a first step toward identifying
some of these directions.

In-Network Querying Systems
Several in-network querying systems have been built
for sensor networks—with Diffusion (developed in
2000 by the Information Sciences Institute at the Uni-
versity of Southern California) being the pioneering
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work. Here, we explore TinyDB and Diffusion;
TinyDB and Cougar are similar in concept. In
TinyDB [6], users specify declarative queries that
reflect their data processing needs. Queries specify the
types of readings (such as light and temperature), as

well as the subset of nodes of inter-
est, along with simple transforma-

tions over the data. Queries are written in a SQL-like
language; for example, to express the query “Report
the average temperature of the bright nodes in the
region defined by the rectangle (0,0,100,100),” a user
would input the following query, along with a user-
defined rate at which data is to be collected: 

SELECT AVG(temp) 
FROM sensors 
WHERE loc in (0,0,100,100) and

light > 1000 lux 
SAMPLE PERIOD 10 seconds 

TinyDB queries are typically input on a PC that
then sends the query into the sensor network. Within
the network, the query executor must satisfy queries in
a power- and communication-efficient manner using
a variety of in-network processing techniques and
cross-layer optimizations to report answers at the
appropriate rates. Because the queries are specified in a
high-level SQL-like language, the TinyDB query

processor might apply a number of optimizations
(without the user’s direct input). For example, in the
simple query just outlined, TinyDB can check the
predicate on light or the predicate on loc first,
depending on the energy required to acquire these
attributes and the probability that the predicates over
them succeed; one ordering may be much more
preferable than the other. 

Queries in TinyDB are flooded throughout the net-
work. Query answers are collected via a routing tree,
with the root node being the endpoint of the query
(usually the user’s physical location). Every other node
maintains a parent node one step closer to the root
from where it is, along with other routing information. 

Figure 1 outlines the high-level architecture of
TinyDB. Queries are input, parsed, and optimized at
the user’s PC, then injected into the tree-based sensor-
network for processing. Results flow up and out of the
network to the PC where they are displayed in one or
more result interfaces and stored in a disk-based
DBMS for later access. 

Directed Diffusion [3] takes a slightly different
approach. It does not specify a query language, instead
allowing application writers to choose a domain-spe-
cific query processing language. Diffusion focuses on
two other dimensions of query processing—query-
routing mechanisms and flexible in-network process-
ing—while providing a family of routing algorithms,
all focusing on the idea that queries in the network are
described by interest messages. Interests contain the
particulars of the query, expressed through attribute-
value pairs. For example, an interest message contain-
ing location=[(100,100), (10,200)],
temperature=[10,20] would return tempera-
ture data from all nodes within the specified region
whose temperature is within the specified range. Such
data is said to match the interest and is specified using
attribute-value pairs. Thus, a data message that
matches this interest might be: loca-
tion=[125,15], temperature=13.

An interest is originated by a “sink” node and dis-
tributed hop-by-hop throughout the sensor network.
A node that lacks data matching an interest may for-
ward the interest to its neighbors. The decision about
to which location to forward the interest is based on
cues provided within the data itself—a powerful idea
called data-centric routing. In the temperature query
example outlined earlier, the location attribute is the
cue. As the interest is forwarded throughout the net-
work, nodes build routing tables used to return data to
the query originators, which can be human users or
system components. A node with matching data (a
“source”) can respond immediately. 

These ideas are being used to design several routing
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algorithms; for example,
two-phase pull supports a
small number of multiple
sinks and a large number of
sources; one-phase pull
builds a tree for the com-
mon case of a single sink,
while push supports appli-
cations with one source and
many sinks. 

Like TinyDB, Diffusion
permits in-network process-
ing; nodes aggregate or
cache data items within the
network to provide cues for
interest-forwarding. Unlike

TinyDB, in which the set of available in-network oper-
ators is fixed by the query language, in-network pro-
cessing in Diffusion requires application-specific code
residing in network nodes.

TinyDB and Diffusion are thus
conceptually similar, each provid-
ing a query-like interface for in-
network processing. However,
each also reflects a number of
philosophical differences. TinyDB
requires queries specified in a par-
ticular language using a particular
set of operators, thus making it less
general than Diffusion, while still
enabling automatic query optimization. Query opti-
mization is a result of the semantics of the operators
in TinyDB being known by the query executor, allow-
ing it to reorder certain operations or suppress the
output of certain operators. Implementations of Dif-
fusion also tend to give users more control over the
types of network topology and patterns of communi-
cation than is provided by the current TinyDB imple-
mentation. 

Significant practical advances are also being made in

networking support for query processing.
The constraints faced in trying to move
data and instructions around a network
are illustrated in several recent measure-
ment studies, including [9, 11]. They
have firmly established the noisy nature of
wireless connectivity in sensor networks;
for much of the communication range of
a node, a gray region exists where com-
munication is unreliable and unpre-
dictable, with both link quality and
number of asymmetric radio links varying
significantly in different physical environ-
ments. Thus, dynamically discovering

and maintaining a set of reliable neighbors using a lim-
ited amount of resources is a challenge for the network
architect. Moreover, shortest-path routing is likely to
select long and unreliable links that are lossy and
unpredictable and that require many retransmissions. 

A routing layer implemented in [9] surmounts these
challenges. The basic idea is that each node dynami-
cally maintains a subset of frequently heard neighbors,
allowing statistics to be collected for estimating current
link quality. This information can then be used to
build a stable, reliable, low-loss multihop routing tree
that tends to require fewer transmissions, on average,
than would be required in previously proposed short-
est-path routing techniques. The routing layer in [9]
has enabled various successful multihop deployments,
including a 70-node TinyDB deployment in the Uni-
versity of California Botanical Garden in Berkeley, CA,
and a 100-node deployment of a habitat monitoring
application on Great Duck Island (off the coast of
Maine) (see the article by Szewczyk et al. in this sec-

tion). Link-quality estimators have also been used to
avoid using asymmetric or unreliable links in several
Diffusion-based applications deployed at the James
San Jacinto Mountains Reserve Wildlife Observatory
(Idyllwild, CA) run by the University of California.

Novel Networking Mechanisms
TinyDB and Diffusion are relatively mature research
prototypes that give some idea of how future sensor
network query processing systems will function. How-
ever, these future systems will be significantly more
sophisticated than any of today’s prototypes, despite
involving many novel networking requirements. To
understand these requirements, queries may be classi-
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Dimensions Descriptions

Scope

Volume

Complexity

Timeliness

Quality or
Accuracy

Determines which nodes are involved in processing queries.
Global scope involves the entire network.
Geographical scope involves a particular geographic region.
Logical scope involves nodes that satisfy a certain predicate (such as having a 
  chemical sensor of a certain kind).

Communication costs per unit time of query responses.
Large-volume queries involve high-fidelity or frequent sampling across many nodes.
Low-volume queries need only low sample rates or aggregate answers.

Multiple concurrent queries.
Multiphase queries: Output of the first phase (such as computing the average) is 
required in the second phase (such as identifying outliers)
Multiresolution queries: Sensor data is archived and queried at different
  levels of detail along either spatial or temporal dimensions.

Tolerance to delays between an event and when it is reported.

Quality of the query responses (such as percentage of missing readings) that can
  affect overall communication and systems resources.

Table 1. The design domain of
networking mechanisms for
query processing. Not all
points are useful in light of
sensor network constraints.
Not addressed are design
choices related to hardware
platforms and deployment
environments that might 
significantly affect query
processor implementation. 
For example, a heterogeneous
network topology, including a
range of sensing platforms
(such as motes and Hewlett-
Packard iPAQ PDAs), may be 
implemented differently from 
a network consisting of only a
single platform. 

Scope Volume Complexity Timeliness and Quality

Query Processing
Needs

Current Networking
Support

Scope based
on semantic value

Broadcast (global 
or hop-count based)

Large
and small

Small

Multiple, multiphase,
multiresolution

Single, simple selections, 
and aggregations

Selective:
latency vs. accuracy

Best effort for every 
packet

Table 2. Query 
processing needs and

current networking
support for each

design dimension.



fied along five dimensions—scope, volume, complex-
ity, timeliness, and quality—that dictate the design of
networking mechanisms for query processing (see
Table 1). These dimensions demarcate the types of
design options for networking support of query pro-
cessing in sensor networks. 

This classification shows the existing systems (such
as TinyDB) focus on a single design point: globally
scoped queries issuing from outside the network for
low-volume responses, along with best-effort timeli-
ness and response quality. This observation motivates
our central thesis—that networking for query process-
ing is in its infancy (see Table 2). Substantiating it are
two emerging directions in networking research—
query-informed routing and efficient rendezvous for
storage and correlation. They also prompt a more gen-
eral question: How do network architects design a uni-
fied networking infrastructure that supports these
needs, in the same way the TCP/IP stack supports the
vast variety and large number of Internet applications?

Query-informed routing. Today’s query processing
systems use tree-like routing structures to resolve
queries. One emerging research direction is to con-
sider techniques that influence the construction of the
trees by leveraging the characteristics of the query. One
idea in this direction is semantic broadcast. Recall that
some queries may inherently specify a limited logical
scope. Rather than flooding the entire network, the
querying system and the networking layer might
instead coordinate to provide efficient data dissemina-
tion and semantically scope floods. A coordinated
approach requires the query system to define the poli-
cies (such as to which nodes to send data and queries)
on top of the mechanisms provided by the networking
layer. During a query flood, the query processor must
specify whether a message should be forwarded, as well
as which nodes (if any) it should be forwarded to.
These two policies thus define the scope of the flood. 

A query system may define this policy so query
messages are delivered only to nodes that produce
results for a particular query. For example, the notion
of a semantic routing tree [5] allows query dissemina-
tion to be scoped to nodes whose readings are within
a particular range, avoiding unnecessary query for-
warding and reducing flooding overhead. An example,
developed by [12] for target tracking, is to discover
querying paths to nodes close to the target by opti-
mizing an objective function that balances the useful-
ness of the sensor data and the corresponding
communication costs along the paths. 

Another example of query-informed routing is
when the query processor influences network topol-
ogy formation to optimize in-network processing. It
allows the application to achieve timeliness, support

multiple concurrent queries, and trade off quality for
greater energy savings. These added benefits contrast
with the common approach cited in the sensor net-
work literature (such as [9]) where trees are optimized
for reliable, shortest-path delivery. Surprisingly, it may
be better for the query processing system to choose a
less-reliable routing path that achieves more aggrega-
tion or correlation opportunities, as such paths can
reduce the overall transmission load on the network.
An ideal routing tree would thus be able to exploit in-
network processing as much as possible while still deliv-

ering the end results to their
destinations.

A query processing system
designed to build a tree opti-
mized for in-network process-
ing must influence parent selection at the routing
layer. Such a routing policy would consider both the
semantic information from the query (such as infor-
mation about the locations most likely to produce data
that can be aggregated) and link-layer reliability and
connectivity properties learned from neighboring
nodes. 

A
related issue concerns the scheduling
of network adaptation. Traditional
ad hoc routing schemes adapt only to
network changes (such as link fail-
ures and connectivity fluctuations).
But for query-sensitive routing, the
topology must also change in
response to variations in the query

load and data distribution. The networking layer must
also retain sole responsibility for selecting the correct
route; input from the query processor is only a hint the
networking layer might consider after ensuring algo-
rithmic correctness, that, say, the route is under some
maximum length or is cycle-free. 

A final key issue the routing layer must consider is
how the application and the network itself might bal-
ance the stability and speed of topology adaptation, or
agility. Many query processing algorithms perform
better when the topology is relatively stable, as they
must rebuild data structures as the topology changes.
If the topology changes too frequently, the benefit of
building a topology for in-network processing can be
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overwhelmed by additional maintenance costs. How-
ever, some adaptation is always necessary, as failure to
adapt eventually results in network topologies that are
unable to route data properly. 

The tight relationship between the routing layer
and the query processing layer represents a radical
departure from the traditional networking literature,
which focuses on careful layering of functionality and
isolation between layers. In the sensor network con-
text, energy constraints dictate that system software
must be designed using porous layering (see Figure 2)

that allows more control
information to permeate
throughout the network to
improve system efficiency. 

Efficient rendezvous for
storage and correlation. The second thread of research is
motivated by the following observation: Given that
communication is expensive, it is reasonable to assume
that data generated by sensors is stored within the net-
work and that queries go searching for and “find”
matching data. In existing sensor networks, queries are
flooded throughout the network. As sensor networks
scale to many simultaneous queries or when queries are
short-lived, the overhead in terms of energy and net-
work capacity of flooding can be significant. 

In the simple tree-based topologies we have consid-
ered thus far, query flooding is necessary to ensure the
query originator rendezvous with nodes that might
contain data matching the query. However, query
flooding is not the only way to ensure rendezvous. To
illustrate an alternative approach, consider the follow-
ing simplified example. Suppose a node D in a net-
work wishes to find all data matching a predicate P (an
example of such a predicate might be temperature
>50°, though more sophisticated predicates are possi-
ble). Suppose, too, that nodes A and B have data that
matches P. An efficient rendezvous method for these

nodes would be to store the node’s data at a node C
whose identity was determined entirely by some func-
tion of P. D could then compute that same function
and retrieve the data directly from C without having to
flood the network. 

One approach to achieving this efficient rendezvous
is to map, or hash, the predicate P to a geographic loca-
tion L and store data matching the predicate at the node
whose location is closest to L. The querying node could
then independently compute L and retrieve the data.
This approach relies on efficient geographic routing pro-
tocols that depend either on nodes having physical loca-
tion information or on nodes having the ability to
determine their locations in a virtual coordinate system. 

The ability to rendezvous efficiently within the net-
work can be extended to the development of hierar-
chical storage structures that allow more sophisticated
queries. For example, it is possible for the query pro-
cessing system to efficiently support multidimensional
range queries of the form: List all events whose tem-
perature is between 50° and 60°, and whose light level
is between 1,000 and 1,500 lux using essentially a dis-
tributed index. Such an index is built by storing simi-
lar data, or data close to other data in attribute space,
at the same node. It is also possible to build a hierar-
chy of nodes within the network to store progressively
higher-resolution sensor data at lower levels of the hier-
archy. Such a distributed data structure allows efficient
multiresolution queries along either the spatial or the
temporal dimension. 

While ongoing research [1, 4, 8] is examining
strands of this thread, much work remains to be done.
For example, in sensor networks with many distrib-
uted data structures, query optimization (determining
the optimal order of access to and location of data
structures) and storage management represent espe-
cially interesting challenges. Another challenge is
robustness, or how to replicate stored data to increase
availability and avoid hotspots that receive many
requests. Finally, this research requires geographic
routing protocols able to localize nodes; several virtual
coordinate systems (see [7] for an example) have been
proposed to provide this functionality, though it is
unclear whether these systems are useful for reliably
storing data.

Toward a Unified In-Network System 
Future query processing systems will require network-
ing mechanisms (such as query-informed routing) that
provide greater system efficiency or enable new func-
tionality (such as efficient rendezvous for distributed
storage). However, what’s not clear today is whether all
applications will be able to leverage all these new net-
working mechanisms (or even all possible query types).
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Application-specific dependency, together with the
need to reuse code, suggests that future sensor network
query processing systems will be structured in a mod-
ular fashion like the one outlined in Figure 3. Because
different applications will use subsets of these modules
and mechanisms, a key challenge is to devise the right
set of APIs to allow maximum code reuse and 
flexibility. 

Figure 3 also highlights an important architectural
trend. Unlike in traditional networked systems, the
line between the higher levels of the architecture (such
as the query processor) and the lower levels of the net-
work stack is blurred. Unlike the narrow, “hourglass”
API of traditional network stacks, the API is complex,
allowing the query processor to inform networking
decisions about network topology and the proper allo-
cation of in-network storage while exposing routing
information from the network layer up to the query
processor. 

This requirement is dictated by the most daunting
constraints faced by sensor networks. Energy effi-
ciency requires squeezing as much performance as pos-
sible out of the network. One way to do it is to
leverage information from the query processor. 

Interestingly, the narrowest API in the sensor net-
work domain may be between the query processor and
the application; the easy-to-use, high-level nature of
queries provides a convenient and simple interface for
application developers to isolate them from many of
the more arcane aspects of the sensor network domain. 

A related trend (reflected in many other APIs) is the
separation of mechanism at the lower levels from pol-
icy specified at the higher levels by the query processor
(and user queries). Separating mechanism from policy
in a sensor network makes it possible for the storage
and topology-formation layers to be used for multiple
purposes. Default policies help combat the increased
complexity introduced by the richness of mechanism
and policy APIs. Separation also makes it possible for
multiple, competing query processing solutions
(including TinyDB and Diffusion) to exist without
replicating substantial pieces of one another’s func-
tionality. 

Conclusion
In-network systems must support multiple complex
queries and rich communication patterns beyond the
basic tree-based data collection used by query process-
ing systems today. Needed for delivering this advanced
functionality are more sophisticated topology-con-
struction algorithms and facilities for in-network stor-
age and correlation than are available in traditional
computer networks. We have thus described a basic
architecture for these next-generation distributed sen-

sor network systems and highlighted some of the key
aspects of API design in this domain.  
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