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VIRTUAL-ADDRESS CACHES

ABSTRACT

Most general-purpose computers support virtual memory. Generally, the cache associated with each proces-
sor is accessed with a physical address obtained after translation of the virtual address in a Translation
Lookaside Buffer (TLB). Since today’s uniprocessors are very fast, it becomes increasingly difficult to in-
clude the TLB in the cache access path and still avoid wait states in the processor. The alternative is to access
the cache with virtual addresses and to access the TLB on misses only. This configuration reduces the
average memory access time, but it is a source of consistency problems that must be solved in hardware or
software. The basic causes of these problems are the demapping and remapping of virtual addresses, the
presence of synonyms, and the maintenance of protection and statistical bits.

All these problems are addressed in this paper. Solutions are compared based on their feasibility
and their transparency to the software in both uniprocessor and multiprocessor systems. Overall, it appears
that all problems can be solved efficiently at the cost of more complex hardware and/or non-transparency
from the software.
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1. INTRODUCTION

In this survey, we consider one type of cache memories: virtual-address caches. It is assumed that the reader

is familiar with the various aspects of physical-address cache design. One can refer to [Smith 82] for a
general presentation of cache memories.

When the processor architecture supports virtual memory, the cache can be accessed either
directly with virtual addresses (virtual-address cache) or with physical addresses obtained after translation
(physical-address cache). Because of the consistency problems caused by virtual-address caches, almost all
computer systems use a physical-address cache. Although the translation of virtual addresses to physical
addresses is supported by a special-purpose cache (usually called a Translation Lookaside Buffer or TLB)
virtual memory tends to increase the memory access latency. With the advent of RISC technology [Patterson
81] and the latest improvements in VLSI technology the cache access is becoming the critical path of most
instruction pipelines. In physical-address caches, the TLB and cache accesses must be either pipelined or
performed in parallel.

In some high-performance computer systems, cache access and virtual-to-physical address
translation are pipelined. For example, in the microprocessor R2000 from MIPS Computer Systems [Mous-
souris 1986] TLB access and cache access are performed in two distinct stages of the instruction pipeline. In
most implementations, the current limitations of packaging and VLSI technology impose to have the TLB on
the same chip as the CPU, which restricts the silicon area available for the other functional units and limits
the TLB size.

In many mainframe systems, the TLB and the cache are accessed in parallel. Since the set
selection in a set-associative cache is done with the low-order address bits, the bits specifying the displace-
ment within the page can select the set in the cache while the TLB translation takes place, provided the size
of the cache is not greater than the page size times the degree of associativity (number of elements in a set).
In this case, the TLB translation time must be less than the set-selection time. Access times of static RAM
chips are currently between 10 and 20 ns and therefore this design constraint becomes increasingly difficult
to meet. For example, in the Motorola 88000 chip set, both the TLB and the cache are on the same chip
and are accessed in parallel.

In most systems the page size is between 512 bytes and 8 K-bytes, the cache size varies between
1 and 256 K-bytes and the degree of associativity is at most 8. In a shared memory multiprocessor system,
the private caches associated with each processor must have a very good hit ratio, and therefore a large size,
in order to reduce effectively the memory access latency and to increase the bandwith of the memory system
[Stone 87]. Another important parameter of a cache design for multiprocessors is the block size [Lee
87][Patil 87] (one can find a good discussion on cache blocks in [Goodman 87]).

Even if the cache size is increased the cache can still be accessed in parallel with the TLB by
extending the degree of associativity or, by selecting more than one set at each access as it is done in the
Amdahl 470V/6 system. However, in both cases, the complexity of the tag comparison logic increases which
tends to lengthen the cache access time.

In other architectures, the cache is directly accessed with virtual addresses. Virtual-address
caches have traditionally been avoided because they are not totally transparent to the software even in
uniprocessors. Consistency problems occur within the same cache whenever a virtual-to-physical mapping
is changed or when different virtual addresses are mapped to the same physical address. The problems are
even more complex in multiprocessors because these inconsistencies can occur in more than one processor.
Nevertheless, a virtual-address cache has many attractive features. First and foremost, most accesses to data
and instructions are satisfied in one cycle of the cache. Because there is no restriction on the bits used for the
set selection, the cache size can easily be very large without having to increase the degree of associativity.
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Moreover, since virtual-to-physical address translations are primarily required on a cache miss,
TLB access time is not critical. For low—cost systems, virtual-address caches can be used in conjunction with
relatively slow, off-the-shelf MMUs (Memory Management Units) [Furht 87][Frink 88]. The TLB can be
very large and therefore exhibit an excellent hit ratio.

In this paper, the problems related to virtual-address caches are exposed in the contexts of
uniprocessor and multiprocessor systems. Some solutions are presented and discussed. To appreciate and
understand these problems, we must first overview the relevant properties of virtual memory models.

2. VIRTUAL ADDRESSING

2.1 INTRODUCTION

All modern general-purpose computer systems implement virtual memory. Generally, the virtual memory is
paged and managed through a demand paging algorithm, in which pages residing on a paging device are
swapped into main memory as the executing processes need them. Swapping is triggered by a page-fault,
which is usually treated as an exception in the processor. The success of paging algorithms is based on the
principle of “locality of reference” exhibited by most useful programs.

A virtual memory system is implemented by a combination of hardware and software mecha-
nisms. The software support is part of the operating system kernel and comprises various data structures as
well as primitives to manipulate them; these data structures are needed to locate the information which
running processes wish to access. Hardware support includes:

- Support for page-fault exceptions, i.e. the ability of the CPU to restart or continue the
execution of an instruction interrupted by a memory fault [MacGregor 83].
- Support to reduce the mapping overhead, usually in the form of a TLB or MMU.

Besides the obvious advantages of transparent memory management, virtual memory provides
basic support for protection. Protection in a computer system enforces access rights of processes to informa-
tion. We see protection as having two dimensions. The first dimension is provided by the privilege level at
which a process runs; the second one is the access control. While the access control restricts the accessible
set of data and the type of accesses, the privilege levels define process states in which specific access controls
are effective.

Most architectures only support two privilege levels: the kernel and user execution modes. A
logical extension of this simple model has been adopted in the Intel i286/i386 microprocessors [Furht 87],
in which several levels are nested in a ring structure. This protection system is called a ring protection system.

There can be multiple units of access control. Generally there are two; the first one is defined by
the virtual space model and the second one is the same as the unit of mapping, generally the page. The
access rights to a unit of mapping can be defined for each privilege level supported by the logical architecture
of the system. The protection can be further refined if other units of protection are defined, such as seg-
ments.

2.2 VIRTUAL ADDRESSING MODELS

There are two different classes of virtual memory models:

— The private virtual space model.
- The global virtual space model.



2.2.1 Private Virtual Space Model

In this model, a distinct virtual space is allocated to each process. Therefore, virtual-to-physical mappings
are characteristic of the running process and the kernel executes in the “context” of the process. Each
process virtual space is divided in two main regions: the kernel or system space and the user space (Figure
1). The partition between the kernel and user spaces is fixed, and the user space is usually structured in
three segments: the text (or code) segment, the data segment and the stack segment.

KERNEL

User Stack

* Grows

+ Grows

User Data

User Text

Figure 1: Virtual Address Layout

The virtual-to—physical address mapping of kernel pages is common to all processes while the
mapping of user pages is different for each process. Thus, there is one translation table for each process and
one for the kernel. Although a single level of table is logically enough to translate a virtual page number
(noted VPN) into a physical page number (noted PPN), two or three levels are usually provided to support
sparse addressing more efficiently. Each entry of the last table, which is called a page table entry (noted
PTE), contains a physical page number and various bit fields used by the kernel to implement demand
paging and protection.

This addressing model implicitly provides part of the second dimension of the protection by
confining the references of a process to its own virtual space. However, there are many cases where it is
necessary to share some information among processes. The most common case is when a process creates
another one. Then, usually, the parent and the child processes share the same text segment; in some kernel
implementations (e.g. UNIX bsd 4.2), distinct page table entries therefore point to the same physical page
frame. When two or more virtual addresses map to the same physical address they are said to be synonyms or
aliases.

In the private virtual space model a virtual address is usually extended by concatenating a pro-
cess identifier (noted PID); distinct mappings of otherwise identical virtual page numbers can therefore be
present in the TLB at the same time, and the TLB does not have to be flushed at each context switch. When
the cache is a virtual-address cache the same benefit is gained by the PID extension.
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The private virtual space addressing and protection model is the one supported by the most
popular operating systems such as UNIX [Bach 86] and VMS [Levy 82].

2.2.2 Global Virtual Space Model

This second model of addressing defines a single virtual space common to all processes and is also called the
single or unique virtual space model. This approach is viable only if the virtual space is huge so that separate
address ranges can be assigned to distinct processes. Therefore, this very large virtual space must be struc-
tured in segments. The virtual address is built by the concatenation of a segment identifier/descriptor and a

displacement inside the segment. In paged virtual memory systems, this address is then split in a virtual page
number and a displacement inside the page (Figure 2).

Segment Identifier Displacement in Segment
e N S/

‘ |

Displacement
in Page

Virtual Page Number

Figure 2: Virtual Address Layout

The notion of segment provides an efficient way to protect and share some information while
the notion of page provides a convenient unit for I/O exchange with the mass storage devices and for main
memory allocation [Bensoussan 72].

Because the virtual space is very large it is difficult for the kernel to translate a virtual page
number into a physical page number through a cascade of page tables, as it is done in the private virtual
space model: there simply would not be enough space in main memory to store all the page tables. Further-
more, the tables would have to be “stored” in the single virtual space and multiple address faults could occur
during a translation. Hence, for performance reasons a different algorithm is usually implemented in the
kernel to translate a virtual address in a single virtual space.

The translation is accomplished through two tables: an index table or hash table and a page-
frame table (Figure 3).

The virtual page number is hashed to access the hash table entry where an index to an entry of
the page-frame table is stored. Multiple virtual addresses map to the same value of the hashing function;
entries of the page—frame table corresponding to such addresses must therefore be linked in a collision
chain. Each entry of the page-frame table contains the virtual number of the page currently residing in the
page frame. The translation software first selects an entry in the page-frame table through hashing; then it
compares the virtual number in the table with the virtual address of the page. If they match, the physical
page address is given by the position of the entry; otherwise the collision chain must be searched until a
match is found or until the end of the chain is reached. In this latter case, the page is not in main memory
i.e., a page fault is triggered. The purpose of the hash table is to minimize the average length of collision
chains in the page-frame table.

There is no need to store physical page addresses in the entries of the page frame table: the
physical page number is given by the position of the matching entry in the table. For this reason the page-
frame table has also been called an inverted page table [Chang 88].

In a single virtual space there is no need for using aliases to share information between two
processes or between the kernel and a process. It is clear that the one-to-one address mapping described

-8 -



Virtual Page Number Displacement

}

Hash
Function

‘ Y

Physical Page Number Displacement

—| Index
— Virtual Page Number Nil Misc
— Virtual Page Number f Misc
Index Table Page Frame Table

Figure 3: Single Virtual Space Page Address Translation

above cannot support aliasing. Thus, this addressing model is very attractive for systems with virtual-address
caches because it removes the aliasing problem and greatly simplifies the hardware implementation. This is
not the only advantage of the single virtual space. Another important benefit is the ability (offered by the
hugeness of the virtual space) to map all files in the virtual space resulting in a one-level store [Chang 88].
Swapping and file storage spaces on disks are now in the same space.

Usually, the processor would contain some segment registers, which are used as addressing
registers. The contents of these registers are accessed either implicitly or explicitly during the execution of
instructions to compute virtual addresses. The loading and storing of all or part of these registers are autho-
rized only in the most privileged execution mode(s) (the supervisor mode if there are only two). The ad-
dressing domain of a process is now explicit and all its memory references are confined to the segments for
which it has a descriptor.

The protection dimension offered by the virtual space segmentation can be augmented by the
usual page-level protection mechanism. However, because the mapping between a virtual page and a physi-
cal page is one-to-one it is difficult to give different access rights to each of the processes sharing some
information. Therefore, besides the page-frame table, other data structures are needed to define page
access rights on a per-process basis. For example, the TLB could be loaded with different protection infor-
mation for the same virtual address depending on the process running (the TLB must then be flushed at each
context switch). Another solution is to use a key/lock mechanism as it is done in the HP Precision architec-
ture [Mahon 86]. Each segment has an access identifier (15 bits in the HP Precision architecture) which
constitutes the lock and some keys are associated with each process. During an access, the keys, which are
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loaded in dedicated registers, are compared with the lock (i.e. the access ID of the segment) to determine if
the information is accessible and which type of access (read, write, execute) is authorized.

The single virtual space model is not as common as the private virtual space model and can only
be found in a few machines such as the IBM 38 [Soltis 81], the IBM 801 [Chang 88], the IBM PC/RT
[Simpson 86] and the HP Precision Architecture [Mahon 86]. The HP Precision architecture demonstrates
that an operating system assuming a private virtual space model (UNIX) can still be accommodated.

The previous discussion on virtual addressing models is not intended to be exhaustive and many
variations are possible within each model. Furthermore, the classification of virtual memory systems in two
categories is probably not the only one possible. Yet, this classification is sufficient for the scope of this paper
because it identifies the cause of aliasing and the protection issues that may require direct support from a
virtual-address cache.

2.3 TRANSLATION LOOKASIDE BUFFER

A TLB is a cache of translations which accepts a virtual page number and returns a physical page number or
a signal indicating a missing translation. A TLB entry contains a virtual page number and its associated
physical page number. Besides providing an efficient way to translate virtual addresses, a TLB usually in-
cludes:

- some hardware support for protection, and
— some hardware support for the management of the data structures used by the kernel to
implement the virtual memory system.

For systems with physical-address caches, the TLB is a mandatory access path for most memory
references. Thus, the TLB is the ideal place for checking access rights. Some protection bits are generally
associated with the physical page number (Figure 4) and they are interpreted differently according to the
current privilege level and the type of memory reference (Instruction fetch, Data write or read). If the virtual
space is unique with a key/lock protection mechanism as described previously, the protection bits field is
extended with the access ID of the segment containing the page [Mahon 86].

PID | Virtual Page Number | Physical Page Number | v | R | M | Proietion | Mise bits
]

Figure 4: TLB Entry Structure

In the private virtual space model, the virtual page number can be extended with a process
identifier (PID) to avoid purging (invalidating) all the contents of the TLB on every context switch. When all
the possible PID values have been allocated a purge of the whole TLB is necessary if a selective purge
according to the PID value is not supported by the hardware. Purging means that the entry must be invali-
dated. For this purpose each TLB entry is supplied with a valid bit (V).

A TLB entry usually contains two additional bits to support demand paging: the reference bit, R,
and the modify bit, M (Figure 4). These are copies of the R and M bits contained in the corresponding entry
of the page table or of the page-frame table (inverted page table) depending on the virtual space model.

The reference bit in the page table entry is used by the kernel to implement the page replace-
ment algorithm. This bit is set whenever a process accesses the page and is reset by the page-stealer daemon.
When an entry is loaded into the TLB a copy of the R bit is also loaded. When the page stealer resets the
reference bits in the page table entries it must also reset the copies present in the TLB. When the page has
not been referenced for a while, the R bit remains reset, and the page becomes eligible for swapping. This
algorithm is an approximation to the working set policy for replacing pages in main memory.
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