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Abstract

When using Built-In Self Test (BIST) for testing VLSI circuits, a major concern is the
generation of proper test patterns that detect the faults of interest. Usually a linear
feedback shift register (LFSR) is used to generate test patterns.

We first analyze the probability that an arbitrary pseudo-random test sequence of short
length detects all faults. The term short is relative to the probability of detecting the fault
with the fewest test patterns.

We then show how to guide the search for an initial state (seed) for a LFSR with a given
primitive feedback polynomial so that all the faults of interest are detected by a minimum
length test sequence. Our algorithm is based on finding the location of test patterns in
the sequence generated by this LFSR. This is accomplished using the theory of discrete
logarithms. We then select the shortest subsequence that includes test patterns for all the
faults of interest, hence resulting in 100% fault coverage.

*This work was supported by the Advanced Research Projects Agency and monitored by the Federal Bureau
of Investigation under Contract No. JFBI90092. The views and conclusions considered in this document are
those of the authors and should not be interpreted as necessarily representing the official policies, either expressed
or implied, of the Advanced Research Projects Agency or the U.S. Government.



1 Introduction

Built-In Self-Test is the capability of a circuit to test itself. The idea behind BIST is to create
pattern generators (PG's) to generate test patterns for the circuit and response analyzers (RAs)
to compact the circuit response to the test patterns that are applied. The PGs and RAs are

usually implemented from existing registers. Some registers are used as both a PG and a RA.

In this paper we deal with the design of efficient and effective pattern generators based on
linear feedback shift registers (LFSR). Their effectiveness is measured in terms of generating test
patterns for all the faults of interest, and efficiency in terms of minimum test length (time). Both
ends will be accomplished by proper selection of the feedback polynomial (configuration) and the
initial seed (state) of the LFSR. In a complementary work [12] we show how to select feedback
polynomials to achieve effective (zero-aliasing) compaction. When a register is to function both
as a PG and a RA, by selecting the feedback polynomial to be the one that achieves the best

PG results from a set of zero-aliasing polynomials, both ends are achieved simultaneously.

An n-stage LFSR with a primitive feedback polynomial generates a permutation of all the
non-zero binary n-tuples. Changing the polynomial changes the permutation. The seed specifies
the starting position for scanning the permutation. To achieve 100% detection of the faults of
interest the LESR must generate patterns until the set of patterns contains at least one test
pattern for every fault. The problem is that the permutation might not contain a relatively
short subsequence of test patterns for all the faults, and even if it does, it is usually not known

where this short subsequence begins.

There are two approaches to deal with the problem of generating all the required test pat-
terns. The first is by trying to estimate the number of test patterns required to achieve 100%
fault coverage (fc). The second is by adding hardware to guarantee 100% detection with a small
test set. While the first approach keeps the hardware at a minimum, it significantly adds to the
required test time. The second approach results in a very short test time, but requires significant
hardware overhead. We will first expand on the above approaches and then discuss our ideas

for the design of LFSR-based PGs.

To estimate the number of patterns required to achieve 100% fc, a number of authors [13] [17]
[21] asked how many test vectors need be applied to achieve a given fc with a specified degree

of confidence. The answers depend on the detectability profile of the circuit, i.e. the number of



test patterns for each fault. For example, to achieve 100% fc when the probability of detection
of the hardest fault is p, Savir and Bardell [17] suggest using a test sequence of length 11/p.
The main motivation behind this question is that it eliminates the need for test generation and
for fault simulation. With the advances in test generation and fault simulation tools (not to
mention platform speed), we believe this is not as important as it used to be. On the other
hand, shorter test sequences for combinational subcircuits allow for shorter test sessions for the

whole circuit and allow for easier synthesis of zero-aliasing response analyzers [12].

As opposed to trying to detect all the faults of interest with one pseudo-random sequence,
a second approach is to either use special hardware to generate small test sets, or to use a
short pseudo-random sequence to detect most of the faults, and then use special hardware to
detect the remaining faults. The use of non-linear feedback functions are suggested in [6] and
[7]. Using this approach, one first creates a test set T' that achieves 100% fault coverage and
then synthesizes logic to generate the test patterns. In [6] the patterns in T are viewed as states
of a finite state machine. Logic is built around the register such that the states of the register
generate these patterns. In [7] patterns are added to T such that T' can be ordered in a way that
consecutive patterns differ in only one bit position. A ROM is used to store these positions. A
related approach is that of weighted random patterns [22], [3], [14]. Logic is added to the register
to affect the probability that each register cell outputs either a “1” or a “0”. The probabilities
are based on the test patterns which detect the faults of interest. A store-and-generate approach
is suggested in [2]. Precomputed patterns are stored in a ROM. Each pattern is loaded into a
LFSR and the LFSR proceeds to generate test patterns. After a certain number of patterns
have been generated, the next pattern is loaded into the LFSR. This can be seen as a multiple
seeding of the LFSR, which at the extreme can be used to detect all but a certain number of
faults with the first seed, and the remaining seeds are patterns for the undetected faults. One
implementation of this idea is suggested in [1]. A ROM, counter and additional linear logic is
used to generate the patterns of T'. The authors note that it is very unlikely that T' will be a set
for which their scheme will work. Another implementation is suggested in [11]. In this scheme
not only is the PG reseeded, but with each seed there is a corresponding feedback polynomial.
Decoding logic is used to reconfigure the feedback connections of the register, depending on
the encoding of the polynomial. Along similar lines, [8] suggests to divide T into subsets of
linearly independent patterns. The linear connections of the LFSR can be modified such that

each connection generates a different subset of 7. In [20] it is argued that one can do with



just one such subset of T' which includes the patterns required to detect the random resistant
faults. Remaining faults will be detected by the succeeding patterns generated by the LFSR. A
different scheme is suggested in [9], where the patterns are stored in a ROM and the outputs of
the CUT act as addresses to the ROM.

All the above PG schemes cause additional area and delay overhead compared to a LFSR-
based PG, although they reduce the size of the test set, in some cases considerably. Another
drawback of some of these schemes is that changing the feedback function of the LFSR makes

the compaction properties of the resulting circuits extremely difficult to analyze.

In this paper we try to find short one-seed pseudo-random test sequences that achieve 100%
fc. The term short is relative to the probability of detecting the hardest fault of a circuit. If
this probability is p, then short will mean a test length of L = %. By using just one seed the
BIST control circuitry is kept at a minimum. We first show that a pseudo-random test sequence
of length at most 2L has a high probability of achieving 100% fc. Thus, a random process of
selecting a random primitive polynomial and a random seed for a LFSR-based PG is likely to
produce the desired test length. By simulating up to 2L test patterns, one knows whether the
desired sequence is found or not. If not, another random selection is made. This scheme will be
best suited for randomly testable circuits, i.e. those circuits with high values of p. For random
resistant circuits we suggest a more sophisticated way of selecting the feedback polynomials and
seeds that will produce shorter test sequences and require less computation time. We use the
theory of discrete logarithms to embed a subset of test patterns in a LFSR sequence, from which
we produce the test sequence for all faults. The applicability of these schemes is dependent on
the computational effort one is willing to ezpend and on the time a test sequence is allowed to

run.

The tests we embed can either be one pattern tests for non-sequential faults, or, using

schemes such as in [19], two-pattern tests for sequential faults.

As the pattern sequence of LFSRs and one-dimensional Cellular Automata (CA) with the
same primitive characteristic function are isomorphic, [18], our algorithms will also work for

CAs.

The rest of this paper is organized as follows. Throughout the paper, n denotes the number

of inputs to the circuit under test (CUT). In Section 2 we analyze the probability of detecting

a fault having 2¥*' test patterns, given a test sequence of length L = 2"~* and we give lower
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and upper bounds on the probability of detecting all the faults of interest. In Section 3 we
assume two different detectability profile models and derive the probability bound values for
100% fc for circuits that abide by these models. In Section 4 we find the actual detectability
profile for some example circuits, derive the probability of drawing short test sequences and
conduct random experiments which validate our analytic results. These sections provide the
basis for our claim that short test sequences can be found in acceptable time constraints. We
then proceed to introduce our procedures for selecting primitive feedback polynomials and seeds
for the LFSRs. In Section 5 we introduce the notion of discrete logarithms and show its relation
to the sequencing of patterns by a LFSR. In Section 6 we state the test embedding problem and
propose our solution. Section 7 defines and characterizes faults we classify as hard faults, which
are of major importance to our algorithm. In Section 8 we present experimental results. We

conclude with Section 9.

2 The probability of 100% fault coverage with a random
test sequence of length L

Consider a combinational circuit with n inputs. In this section we address the following two

questions.

Given a fault with K = 2* test patterns, out of N = 2" possible input patterns to the circuit,
what is the probability that a random test sequence of length L = 2"* does not detect the
fault, assuming the patterns are drawn with no replacement? What is the probability that a

random sequence of length L does not detect a fault with 2%+ test patterns, where ¢ > —17?

To answer these questions we define the function p,q(¢, L) which is the probability that a
sequence of length L does not detect a fault with ¢ test patterns. Hence, we are looking for

the values of p,q(t, L) when ¢ equals 25+ for 1 > —1. The total number of sequences (with no

importance to order) of length L is ( ]2,[ ) Of those, the number of sequences that do not



detect a given fault with ¢ test patterns is ( N L_ t ) Hence,

L
nd(t, L) = ~——+=.
Pna(t, L) N
L
Writing this expression in factorial form
_(N=t(N-L)!
Poalt, D) = Sy

After cancelling the appropriate terms

(N—=L)N—L—-1)---(N—L—t+1)

pnd(t’ L)

N(N—=1)---(N—t+1)

N N-1
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L

(N—L)(N—L—-l) (N—L—t+l
N—-t+1

)

)

(2)



Fort =2 =K .2 {>1

In general, for t = wK

pa(t, L) < [(1—%)1{]1”
< (5)"

In most cases of interest to us, ¢ will be (much) less than L. For these cases, this

bound is tight. By Equation (1)

L t
na(t, L ———
Frll )>(1 N—t+1)

hence

1 t
Pnd(t7 L) > (1 = m)

and by the assumption of t < L

pualt L) = (1 - ﬁ)t.

For t = wK, this becomes

When K = 32

1 w
pua(t, L) > (0.9519;)

(3)
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and for K = 64

1\ ¥
pnd(t, L) > (09762;) a

Combining Equations (3) and (4) under the assumption ¢t = wK < L results in

(6 T <ren<[6- T

and as K increases, the bounds become tighter.

We defined the sequence length to be L = % If the sequence length is doubled, the proba-
bility of missing a fault with ¢ test patterns is squared. By Equation (2)

9L\ !
paa(t,2L) < (I‘W)

Similarly, if the test sequence length is halved (L/2) the probability is the square root of its

value for a sequence of length L.

Using the values of p,4(25+, L), we would like to bound from above and below the probability
that a sequence of length L detects all the faults of interest. We do this by taking for each value
of ¢ the closest power of 2 greater or equal to ¢ and the closest power of 2 less than or equal to
t. By considering the power of 2 greater than ¢ we derive the upper bounds, and by considering

the power of 2 less than ¢ we derive the lower bounds.

Let F' = {fi, f2,-..,fs} be the set of all the faults of interest in the CUT. Let t; be the
number of tests for fault f; and let k; = [logt;]. Let kpin = min;{k:} and k., = max;{k;}.
Group the faults into subgroups Ck, ..., Ck,.int1, - - - y Cmas» Where f; € C; iff k; = 3.

maxzx )

Let k = kpnin. We are interested in finding the probability that a random sequence of length
L detects all the faults of F'.

Let p; be the probability that a fault in C; is not detected by the sequence. Since a fault in
C; has between 27! and 2/ test patterns, the probability p; is lower bound by p; > p.qa(2/, L).
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We know that 82%;; > pnd(27, L). The value of p; is either greater than ;2—,-1:;; or less than or

equal to e—,ul:; Our goal is to get a pessimistic upper bound on the probability of detection,

hence we will assume that
1
pi > I
The probability, ¢;, that a fault in C; is detected by the sequence is upper bound, by our above

assumption, by

1
g <l——=%

—.
e?

Notice that without our assumption, the upper bound on g; can be greater. Hence, the proba-

bility, g, that a random sequence of length L detects all the faults of F' is upper bound by
kma: |C]
1 J
g < II (1 - W) :
= e

In the above expression we assume that the detectabilities of any two faults are independent.

Similarly, we can define d; = |logt;| and the subgroups {F;} where f; € F; iff d; = j. Let
d = min;{d;} and d., = max;{d;}, then d is either k or k—1 and dnaz is either kyor OF kpor — 1.
The probability r; that a fault in F} is not detected is upper bound by

hence the probability, s;, that a fault in Fj is detected is lower bound by

1

—.
e?

8j>1—

Thus, the probability g of detecting all the faults of interest is bound by
dma: 1 |F]| kmo: 1 IC]I .
H(l"?j{) <Q<H<1—F> 5 (O)
j=d € =k €

The actual value of ¢ will be closer to the upper (lower) bound when for most of the harder

faults the number of test patterns is closer to the power of 2 from above (below).

The super-exponential decrease in the probability of not detecting a fault, as we move from

C; to Cj41, allows us to consider only the first few subgroups of faults when estimating the
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probability ¢. This is an analytic explanation to a similar observation made in [17]. To see this,
consider the following question. How many faults z;, with 271 test patterns are needed such
that the product of their detection probability equals the detection probability of a single fault

with 27 test patterns? This can be written as

(-z=)” = (1-3%) =

1
In I—F
T =
’ In(1 !
n\1-SrF

Substituting y for 2" we get

m': b(i-3) In (1-3) (6)
(DI ED M e ED)

The power series expansion of In(1 + z), where —1 < z < 1 is

1 1 1
z——2 4B

2 3 4

Substituting z for i in Equation (6), and expanding to the first 2M terms, we get

2M z

e = Zi:l ZT
7 2M 2 2M ; 2
Zi:l ZT + Zi:l(_l)t .7;_

2M 2
Zi:l ZT

For j —k = —1,0,1,2,3 and 4, the values of z; are greater than 2(> e?), 3(> e), (> €?),
55(> €**), 2981(> €?°), and 8886114(> €2') respectively. This means that when computing the



bounds on g, the significance of one fault with 254 test patterns to the probability of success is
greater than the contribution of ! faults with 2%+5 test patterns. Equivalently, the probability
of detecting a single fault with 254 test patterns is less than detecting e'® faults with 2F+5 test
patterns. Thus, the faults in the subgroups Cyuys,...Cy,... and Fiys,... Fy,_ .. do not have to be

taken into account when analyzing the probability of success.

3 Detectability profile models

The actual value of the probability ¢ depends on the distribution of faults in the different
subgroups. To get an idea of this value as a function of the number of faults in Cy and F;, we
assume two detectability profile models, both placing an emphasis on the first few subgroups.
These models will let us approximate bounds on the probability ¢ without considering the
detectability profile, but only the total number of faults and the number of faults in Fy and C.
We later use the profiles of actual circuits and the results demonstrate that our two models are
very pessimistic, i.e. we should expect better results from actual circuit distributions than from

the model approximations.

The first model we consider is the exponential model. In this model we assume d = k — 1

and the following distribution:

|Fal = u v |Gkl = v
|Fagr] = ue? s |Cryr] = wve
|[Fasz| = |Fapsle , |Ciya| = [Cipalé?
|Fars| = |Futale® , [Crya| = [Ciyale’
|Fara| = [Farale® , |Crya| = [Ciyale®
|Fats| = [Fupale® , [Crys| = [Cisale®®

The idea behind this model is that the probability of detecting all the faults in Fyy; (Ciys) is
the same as detecting all the faults in Fy (Ci). Using this model, we get

<1 - (é)z_l) (1 ~ G)zo) Fagal
(- = (-1

|Fal

Q

Q
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(-G~ (-7

The same is true for the subgroups {C;}. Thus, we can approximate g with the bounds

(0-0)7) " <o)

The values of k. — k and dner — d can be bound as follows. The number of faults in each of
the subgroups Cryi (k + % < kmaz) is ve? L. The last subgroup, C,..., may not be completely

full, hence

|F| < ve?™ ™"

thus,
In|F| < Invy4 2kmes—F =

kmazr —k > log(ln|F| —lnwv).
Similarly, the subgroup Fj, .1 is full, hence

gdmaz—d—1_,

|F| > ue 2

and
dnar — d < log(2(In |F|—=Ilnu)+1)+1

hence

1 % u-log(2(In|F|—Inu)+1)+1) 1 v-log(In |F|~In v)
- (3) <q<(1-3) .
e €
Setting, for example, u and v to equal 10, and |F| = 5000, we get
9-107* < ¢ < 6.61-107°.
By doubling the test length the probability bounds become

4.34-107% < ¢ < 2.28-1072.
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The second distribution is the linear distribution, in which

1Fal = u v G = v
|[Fasr| = ezu » (Cka] = ev
1
|[Fate| = e2|Fara| , [Cra| = €|Crpl
|[Fars| = e|Faya| , [Cital = €|Crys
|Fara| = elFusa|l , [Cryal = €|Crysl
|Fass| = elFapal , |Ciys| = €|Cral-
Using this distribution
dmaz=d-1
|Fl=v+v ) et
=0

With this distribution, the product of the probability of detecting all the faults in Fyiqy4; (0 <
i < 3) is (much) greater than the probability of detecting one fault in Fjy,54;_;. The probability
of detecting all the faults in Fyy, is greater than the probability of detecting all the faults in F}.
The same applies to the faults in the subgroups {C;}. Thus, we can approximate the bound on

the probability of detecting all the faults by

2)2u<q<(1—é)20. (7)

Assuming v = v = 10, |F| is irrelevant in this case,

=

791-107° < ¢ < 1074
If we double the length of the test sequence, the bounds become

107* < ¢ < 5.45-107%

The upper bounds, for both models, on the probability that a random test sequence of
length 2L achieves 100% fc is better than 51—0. These results, of course, are dependent on our
choice of values for u, v and F. Irrespective of these values is the effect that doubling the test
length has on the probability of 100% fc. This effect is a result of the exponential decrease in
the probability of not detecting a fault. While these two detectability profiles seem artificial,
experiment circuits show them to be very pessimistic, i.e. actual profiles give rise to detection

probabilities that are better than the models’ bounds.

12



4 Experimental results on finding short pseudo-random
test sequences

We synthesized 13 circuits from the Berkeley [4] benchmarks as multilevel circuits. For each
circuit we found its k value. Using a modified version of the ATALANTA [10] test generation
system, we generated a list of all the non-equivalent faults of the circuit and proceeded to
generate all possible test patterns for each fault. If the pattern count exceeded 2%, we discarded
-the fault and stopped the test generation procedure for the fault. Otherwise, we recorded the
number of test patterns for the fault. Having iterated through all the faults, we found the
respective sizes of the subgroups {F}} and {C;}. We then used Equation (5) to compute upper
and lower bounds on the probability of finding a test sequence of length L = 2"~* which detects
all the faults. These results are presented in Table 1. The first row for each circuit is the number
of faults in the subgroups Fj_; through Fi,s and the second row is the number of faults in the
subgroups Ci_; through Ciys. The column labeled ¢ in each row is the bound derived from
the row using Equation (5). In the first row is the lower bound on ¢ and in the second the
upper bound. The column labeled lin. bnd. represents the bounds derived using the linear
detectability profile model (Equation (7)). The values of u and v, the number of faults in Fj_;
and CY, respectively, are taken from their entries in the table. When u = 0, as is the case for the
first eight circuits, we cannot calculate the lower bound, hence the entry is left blank. Notice
that only for circuit in5, where the number of faults in C) was only 1, did the model give a
bound that was higher than the one given by Equation (5). We also computed the bounds on
the probability that a sequence of length 2L will detect all the faults. The results are in Table
2. Having computed the probability bounds, we conduct 100 experiments (for circuit chkn only
50 experiments were conducted) of random selections of polynomials and seeds to produce 100
test sequences. We ran each sequence for at most 2L patterns (for circuit chkn at most 1.2L),
stopping whenever 100% detection was achieved. We recorded the number of random sequences
of length at most L and of length between L and 2L that detected all the faults. The results
are in Table 3. The first column shows the expected number of sequences of length at most L
that detected all faults. These numbers are based on the probability values from Table 1. The
second column shows the actual number of such sequences. Column three shows the number
of sequences of length greater than L and at most 2L that detected all faults. Column four

gives the total number of sequences of length at most 2L that detected all faults and column
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